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QUESTION 1

a) Instead of to preventing hacker and fighting against terrorism from gaining
access to information breaches, justify another THREE (3) reasons why it is
important that organizations hire an ethical hacker. (6 marks)

b) Describe ONE (1) characteristic for each types of hackers below:
i.  Script Kiddies (2 marks)
ii.  White Hat (2 marks)

c) Besides Black Hat, White Hat, Grey Hat and Script Kiddies, list THREE (3) other
types of hacker. (3 marks)

d) Describe an example of these two categories of vulnerability below:
i.  Weak or default credentials (2 marks)
i. Human-factor (2 marks)

e) Distinguish TWO (2) scopes between black-box testing and white-box testing.
(8 marks)

f) Name the penetration testing framework that focuses on the testing of web
applications. (Write the Full name) (1 mark)

g) The red team can use various cyber kill chains to summarize and assess the
steps and procedures of an engagement. List SIX (6) techniques use in
Lockheed Martin Kill Chain. (6 marks)

h) Besides Lockeheed Martin Kill Chain, state TWO (2) other examples of Cyber
Kill Chain. (2 marks)
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QUESTION 2
a) Describe THREE (3) threats introduced by reconnaissance attack. (6 marks)

b) Reconnaissance is the first step in ethical hacking and penetration testing
framework. There are two types of reconnaissance active and passive. Answer
following questions:

i. Distinguish TWO (2) differences between passive and active
reconnaissance. (8 marks)
ii. You visit the LinkedIn page of the target company, hoping to get some of
their employee names. State what type of reconnaissance activity is this?

(1 mark)
iii. State TWO (2) tools can be used to perform an active reconnaissance

attack. (2 marks)

QUESTION 3

a) Taufig has received an attachment via e-mail. He downloaded the attachment
without his consent and without fully verifying the source. After a while, his PC
developed symptoms consistent with computer virus infection.

i. List FIVE (5) other reasons indication of a virus attack on a computer.

(5 marks)
i. Besides opening an email attachment, explain TWO (2) other ways how
computer can get infection from computer virus. (4 marks)

b) Trojans are built for a variety of purposes, including the theft of personal
information such as credit card numbers and passwords. Justify THREE (3) other
reasons what do Trojan creator looking for. (6 marks)
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QUESTION 4

Figue 1. Result f scaing i Kali Linux

a) Amirah performed an nmap scan using Kali Linux as illustrated in F|gure 1.
Answer following question based on Figure 1:
i. State the nmap switch (command argument) that has been used by Amirah

to performed the port Scan in Figure 1. (1 mark)
ii. Name type of port scanning is performed by Amirah. (2 marks)
iii. State the target IP address. (1 mark)
iv. State how many target ports. (1 mark)
v. State how many ports are shown to be open. (1 mark)
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Figure 2. Result of Scanning in Wireshark

b) Figure 2 shows a result of scanning that viewed as a packet capture in Wireshark.
Answer following question according to Figure 2.
i. Name type of port scanning is performed in Figure 2. Explain your reason

to support your answer. (3 marks)
ii. State open or close port? Explain your reason to support your answer.
(3 marks)
iii. lllustrate a diagram a sequence of scanning between source (IP Address:?)
and target (IP Address:?) associate with Figure 2. (4 marks)
iv. State the nmap switch (command argument) to perform this scan.
(1 mark)
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QUESTION 5

Figure 3. Email Sample

a) As a Security Operation Centre (SOC) Analyst, you have been tasked to
investigate a suspicious e-mail sample as shown in Figure 3, by answering the
following questions:

i. Name type of computer-based social engineering attack as indicate in

email sample. (1 marks)
ii. Asillustrated in Figure 3, justify THREE (3) points to prove that the e-mail
sample is malicious. (6 marks)

b) Define these two types human-based social engineering techniques below. How
can individuals protect themselves from with these types of social engineering?
Provide TWO (2) specific examples or recommendations to support your answer.

i. Shoulder Surfing (5 marks)
ii. Dumpster Diving (5 marks)

End of Questions




